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Lawyers Can’t Fly
And Other Hard Truths About Third-Party Risk Management

Kevin Sasser, AAP

Argos Risk®

Ksasser@ArgosRisk.com

Our Speaker

• Permanent AAP

• Evangelist for Third-Party Due 
Diligence Solutions

• Chairman of the NEACH Fraud 
Committee

• Works with clients in over 30 
industries in third-party risk 
mitigation.Kevin Sasser, AAP

Director of Strategic Initiatives

Argos Risk, LLC

Ksasser@ArgosRisk.com

YOUR INSTITUTION

COMMERCIAL CUSTOMERS 

& ORIGINATORS

VENDORS 

& SUPPLIERS

CUSTOMERS OF YOUR
COMMERCIAL CUSTOMERS & ORIGINATORS

VENDORS & SUPPLIERS OF YOUR 
VENDORS & SUPPLIERS

Third-Party Relationships
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Shanghai, China

• April, 2022

• City is in Lock Down

• Citizens Can Not Leave Home

• The Icons are Ships Waiting to 
Dock

Third-Party Risks 2022

• 4-Year Trend - Declining # of Suppliers

• General Labor Shortage

• Shortage of Truck Drivers/ Port Delays

• Brexit / Visa Problems

What to Know

• Avg. Ransom is > $250,000

• If Ransom Paid < 9% Chance of Data 
Being Recovered

• If a FI helps pay the ransom
• They have violated OFAC

What to Know

• Third-Parties Are Usually the Weak Link 
in High Profile Cyber Attacks

• Cyber Insurance Rates Are 
Sky-Rocketing

• Source of Debate in Vendor 
Management Related to Fourth-Parties

What to Know

SUPPLY-CHAIN PROBLEMS RANSOMWARE ATTACKS 1,219 DATA BREACHES TELEHEALTH FRAUD

• Telehealth is the future of healthcare

• COVID drove demand from 
desperate care providers

• Lack of Due Diligence led to 
BILLIONS in fraudulent claims

What to Know

From the “No Kidding” Department

SOURCE: Venminder 2022 State of Third-Party Risk Management Whitepaper 
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The Story of Garry Hoy
When Safeguards Fail

Garry Hoy

Lawyer

Garry’s Office

Toronto

2008 to 2020 U.S. GDP Growth

2008 to 2020 U.S. GDP Growth

STABLE, EXPANDING ECONOMY

7

8

9



5/4/2022

4

“During Hurricanes, 
Roosters Think They Can Fly”

A Behavior That Will Change

2008 to 2020 U.S. GDP Growth

START OF 4-YEAR DECLINE 
IN SUPPLIERS
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Decline in Suppliers

START OF 4-YEAR DECLINE 
IN SUPPLIERS

Drivers - Decline in Suppliers
• Shrinking Operating Margins (Global Competitors)

• Labor Shortages (Closing of Borders)

• Increase in Cost of Raw Materials (Sanctions with China)

• COVID (15mm (est.) Dead Globally)

• Travel Restrictions

• Brexit (Visa Issues for Drivers)

• Backlog in Factory Orders (Shutdowns)

• Backlog at Ports (Shortage of Drivers)

• The Great Resignation (Shortage of Drivers)

• Russian/Ukraine War (Disruption in Commodities)

25% of Business Payments Were Late – Q1’22

This chart shows the overall trend in DBT at a national 
basis across the US. It is encouraging to see how the 
score has improved over the past year suggesting 
something of a return to normal after the worst of the 
pandemic. However, the stabilization over the last three 
quarters can be seen as a matter of some concern as it 
would seem that there is a level of acceptance in bills 
being settled more than 20 days beyond terms. 

National Trend Real Estate

Against the trend we have seen on a national basis, and in other 
industries, Real Estate has seen average DBT continue to increase 
following a decline in the fall of 2021. In absolute terms, DBT is 
now very much in line with the national average, but it remains to 
be seen if this upward trend continues through 2022. With more 
bills paid on time than the national average, it is to be hoped that 
the trend can be reversed.

SOURCE: CreditSafe – Industry Payment Analysis Report - Q1 2022

… Their Folder Was Full, We Did Everything Right !!!!

September 2020
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Date of Conversation Sept. 2020

Date of Docs In Folder Dec. 2019

People On Staff Trained 0
to Read Financial Statements

Only Source of The Vendor
Due Diligence Information

75%
of businesses reported a 

business disruption related 
to the COVID-19 pandemic

74%
of manufacturing business 
leaders said supply chain 
disruption and constraints 

pose the greatest threat over 
the next 12 months 

37%
of disruptions happen with 

tier 2 vendors/suppliers and 
beyond

$100mm
the average cost of a single 

supply chain disruption for a 
global manufacturer

SOURCE: Shared Assessments

Business Disruptions and Third-Party Risks

What Does This All Mean?

Industries Around The Globe 
Have Recently Adopted TPRM 

Best Practices

“Auditing the Past” 
will be replaced with Automation 

& A.I. 

Minimal Acceptable 
Requirements for Third-Party 
Due Diligence Will Continue 

to Rise

Third-Party
Risk Management

“Compliance Theater” 
Has Proven Itself Dangerous
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ONGOING MONITORING
2017

Third-Party Vetting
BEST PRACTICES

FINANCIAL VIABILITY

SANCTIONS STATUS

COMPANY IDENTITY

• Monitor for Legal Items
• Alerts on Material Changes

• OFAC Check

ONGOING MONITORING
TODAY

Third-Party Vetting
BEST PRACTICES

FINANCIAL VIABILITY ENVIRONMENTAL, SOCIAL, & 
GOVERNANCE (ESG)

SANCTIONS STATUS

COMPANY IDENTITY CYBER SECURITY
• FinCEN MSB Check
• Diversity Identifiers
• CFPB Complaints

• Monitor for Legal Items
• Alerts on Material Changes

• OFAC Check
• PEP Check of Vendors

INTERNATIONAL COMPANIES

• Commercial Third-Parties
• ”n-th” Party Vendors

Leadership

The “Check-the-Box” mentality 
starts at the top.
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THE 

DEMANDS/NEEDS 

OF THE 

CUSTOMER

YOUR 

STRATEGIC 

MANDATE

WHAT THE 

REGULATIONS 

DEMAND

The Delicate Balance

The Current Environment

• Elevated Operational Risks

• Persistent Cyber Threats

• New Financial Products and Services

• Increased Use of Third-Parties

• Increased Mergers and Acquisitions

The “We Need To Make Money” Tilt
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A Symptom of the Tilt

The New Zelle/Crypto Program The Risk and Compliance Program

How To Avoid New Customers

Decide “Who Owns 
Third-Party Risk Management?”

SOURCE: independent.co.uk

Key Takeaway
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CREDIT 
RISK VENDOR 

RISK CYBER 
RISK BSA/

AML OFAC

PRE 2020

CREDIT 
RISK

VENDOR 
RISK

CYBER 
RISK

BSA/AML
OFAC

Key Takeaway

• If You ”Check The Box” 

• You Need to Mean It

• Know How Risks Are Defined

• Ensure LOB Procedures Align with ERM

• Validate System Performance and Configuration
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Key Takeaway

•Be Able to Prove to 
Regulators That What You 
Think Happens Actually 
Does

• Know How Risks Are Defined

• Ensure LOB Procedures Align with ERM

• Validate System Performance and 
Configuration

Lawyers Can’t Fly
And Other Hard Truths About Third-Party Risk Management

Kevin Sasser, AAP

Argos Risk®

Ksasser@ArgosRisk.com
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