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Our Speaker

* Permanent AAP

* Evangelist for Third-Party Due
Diligence Solutions

* Chairman of the NEACH Fraud

Committee
/// * Works with clients in over 30

industries in third-party risk
mitigation.
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Third-Party Relationships
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Shanghai, China

* April, 2022
« City isin Lock Down

« Citizens Can Not Leave Home

* The Icons are Ships Waiting to
Dock
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Third-Party Risks 2022
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SUPPLY-CHAIN PROBLEMS RANSOMWARE ATTACKS 1,219 DATA BREACHES TELEHEALTH FRAUD
What to Know What to Know What to Know > What to Know
* 4-YearTrend - Declining # of Suppliers * Avg.Ransom Is >$250,000 + Third-Parties Are Usually the Weak Link ehealth is the future of healthcare

in High Profile Cyber Attacks
+ General Labor Shortage

Cyber
SkyRocketing

+ coviDdrovedemandfrom
+ Shortage of Truck Drivers/ PortDelays. P L

+ Brexit/ Visa Problems + Lackof DueDiligenceledto
+ Sourceof Debatein Vendor BILLIONS i fraudulent claims
Management Related to Fourth-Parties

From the “No Kidding” Department

From your perspective has third party risk management
been getting more scrutiny or less scrutin over the fast 12
months by your regulaton/ auditon?
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The Story of Garry Hoy

When Safeguards Fail

GarryHoy Garry’s Office

LLLLLL Toronto
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2008 to 2020 U.S. GDP Growth
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2008 to 2020 U.S. GDP Growth
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“During Hurricanes,
Roosters Think They Can Fly”

A Behavior That Will Change

Haw nfben are you reviewion, analyzing your high rish.
o
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2008 to 2020 U.S. GDP Growth
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Declinein Suppliers

Drivers - Decline in Suppliers

COVID (15mm (est.) Dead Globally)
Travel Restrictions
Brexit (Visa Issues for Drivers)

Shrinking Operating Margins (Global Competitors) ]
Labor Shortages (Closing of Borders)
Increase in Cost of Raw Materials (Sanctions with China)

Backlog in Factory Orders (Shutdowns)
Backlog at Ports (Shortage of Drivers)

START OF 4-YEAR DECLINE

IN SUPPLIERS

+ The Great Resignation (Shortage of Drivers)

« Russian/Ukraine War (Disruption in Commodities) —— .
2018 om0
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25% of Business Payments Were Late - Q122

National Trend

This chart shows the overall trend in DBT at a national
basis across the US. Itis encouraging to see how the
score has improved over the past year suggesting
something of a return to normal after the worst of the
pandemic. However, the stabilization over the last three
quarters can be seen as a matter of some concern as it
would seem that there is a level of acceptance in bills
being settled more than 20 days beyond terms.

SOURCE: Creditsae - Industry Payment Analysis Report - Q12022
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September 2020

... Their Folder Was Full, We Did Everything Right !lll

Real Estate

Against the trend we have seen on a national basis, and in other
industries, Real Estate has seen average DBT continue to increase
following a decline in the fall of 2021. In absolute terms, DBT is
now very much in line with the national average, but it remains to
be seen if this upward trend continues through 2022. With more
bils paid on time than the national average, it is to be hoped that
the trend can be reversed.
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Date of Conversation

Sept. 2020
. Date of Docs In Folder Dec. 2019

= People On Staff Trained
to Read Financial Statements

J Only Source of

Due Diligence Information

Business Disruptions and Third-Party Risks

(1) 0,
75% 74%
of businesses reported a
business disruption related
to the COVID-19 pandemic

of manufacturing business
leaders said supply chain
disruption and constraints
pose the greatest threat over
the next 12 months

37% $100mm

of disruptions happen with the average cost of a single
tier 2 vendors/suppliers and
beyond

supply chain disruption for a
global manufacturer

'SOURCE: Shared Assessments.
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What Does This All Mean?

“Compliance Theater”
Has Proven Itself Dangerous

Third-Party
Risk Management

Minimal Acceptable
Requi ents for Third-Party
Due Diligence Will Continue
to Rise
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Third-Party Vetting

BEST PRACTICES

ﬂ;NGOING MONITORIN;i\‘

@ COMPANY IDENTITY

@ FINANCIAL VIABILITY

Monitor for Legal tems

+ Alerts onMaterial Changes

SANCTIONS STATUS
- OFACCheck
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Third-Party Vetting
// ONGOING MONITORING ‘\

(

@ COMPANY IDENTITY
FinCEN MSB Check
Diversityldentiers
CFPB Complaints

@ FINANCIAL VIABILITY

Monitor for Legal ltems
+ Alerts onMaterial Changes

SANCTIONS STATUS
- OFACCheck
N+ rerChediomendors

DAY

Commercial Third.Parties
“n-th" Party Vendors

@ ENVIRONMENTAL, SOCIAL, &
GOVERNANCE (ESG)
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Leadership

The “Check-the-Box" mentality
starts at the top.
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Regardless of where the TPRM

function sits, senior leadership must
their under i

of its purpose and objectives by

providing sufficient resources,

support and sponsorship.
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The Delicate Balance

'WHAT THE YOUR
REGULATIONS STRATEGIC
DEMAND MANDATE
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The Current Environment

* Elevated Operational Risks
. * Persistent Cyber Threats
| * New Financial Products and Services
* Increased Use of Third-Parties

* Increased Mergers and Acquisitions

The “We Need To Make Money" Tilt

PROVIDE
THI GR
MiNiMyy, orf OW REVENyE
WHAT Ty, KEEP
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A Symptom of the Tilt

The New Zelle/Crypto Program

ArgosRisk
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How To Avoid New Customers
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REQUIREME!
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Key Takeaway

Decide “Who Owns

Third-Party Risk Management?”
2 4 ¥

e

SOURCE: independent.co.uk
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PRE 2020

—CREDIT
~—RISK’*

Key Takeaway

If You "Check The Box” Q\\Q&*\\S\

You Need to Mean It

Ne

Ensure LOB Procedures Align with ERM

Validate System Performance and Configuration
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Key Takeaway

Be Able to Prove to
Regulators That What You
Think Happens Actually
Does

Know How Risks Are Defined
Ensure LOB Procedures Align with ERM

Validate System Performance and
Configuration
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